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FOREWORD

1. The "National Policy for the Security of National
Security Tel ecomuni cations and Information Systens," signed by
the President on July 5, 1990, mandates the devel opnent and
i npl enentati on of a conprehensive approach to national security
t el ecommuni cati ons and automated informati on systens security. It
is recogni zed that the community of information systens security
(I NFOSEC) prof essi onal s has evol ved beyond the need for cross-
training (i.e., comrunications security to conputer security and
vice versa), into a nore global concern for the devel opnent of a
comon body of know edge. This directive is issued in response to
those requirenents for the training of | NFOSEC prof essional s.

2. Representatives of the National Security
Tel ecomruni cations and I nformation Systens Security Commttee may
obtain additional copies of this directive from

Executive Secretari at
National Security Tel econmunications and
Information Systens Security Conmttee

Nat i onal Securit Agen%%
Fort Ceorge G ade, 20755- 6000

3. U S CGovernment contractors are to contact their
appropri ate governnment agency or Contracting Oficer
Representative regarding distribution of this docunent.

/s/
DUANE P. ANDREWS
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NATI ONAL TRAI NI NG PROGRAM FOR
| NFORVATI ON SYSTEMS SECURI TY (| NFOSEC) PROFESSI ONALS

SECTION | - PURPOSE

1. This directive establishes the requirenment for federal
departnments and agencies to inplement training prograns for
information systens security (I NFOSEC) professionals. For the
purpose of this directive, an | NFOSEC professional is an
i ndi vidual who is responsible for the security oversight or
managenent of national security systens during each phase of the
life cycle.

SECTION Il - SCOPE AND APPLICABILITY

2. This directive is applicable to all departnents and
agencies of the U S. Governnent, their enpl oyees, and contractors
who are responsible for the security oversi ght or managenent of
national security systens during each phase of the life cycle.

SECTION |1l - AUTHORI TI ES

3. P.L. 100-235, Conputer Security Act of 1987, dated
January 8, 1988, requires mandatory periodic training for al
persons involved in nmanagenent, use, or operation of federal
conput er systens that contain sensitive information

4. National Policy for the Security of National Security
Tel ecomruni cations and I nformation Systens, dated July 5, 1990,
mandat es t he devel opnent and i npl enmentati on of a conprehensive
approach to national security tel econmunications and aut omat ed
informati on systens security.

5. NSTISSI No. 4009, National Information Systens Security
(I NFOSEC) d ossary, dated 5 June 1992.
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SECTION |V - DEFI N TI ONS

6. The followi ng definitions, applicable to this
instruction, are contained in NSTISSI No. 4009, and are listed
bel ow for information purposes:

a. Information systens security (INFOSEC) - the
protection of information systens agai nst unauthorized access to
or nodification of information, whether in storage, processing or
transit, and agai nst the denial of service to authorized users or
t he provision of service to unauthorized users, including those
nmeasures necessary to detect, docunent, and counter such threats.

b. Information systems - any tel econmuni cations and/ or
conputer related equi pment or interconnected system or subsystens
of equipnent that is used in the acquisition, storage,
mani pul ati on, managenent, novenent, control, display, swtching,

i nt erchange, transm ssion or reception of voice and/or data, and
i ncludes software, firmware, and hardware.

c. National security systens - those tel ecomunications
and automated i nformati on systens operated by the U S.
Governnment, its contractors, or agents, that contain classified
information or, as set forth in 10 U S.C. Section 2315, that
involves intelligence activities, involves cryptologic activities
related to national security, involves command and control of
mlitary forces, involves equipnent that is an integral part of a
weapon or weapon system or involves equipnent that is critical
to the direct fulfillment of mlitary or intelligence m ssions.

d. Tel ecommuni cations - the preparation, transm ssion,
communi cation, or related_processing of information (witing
i mges, sounds or other data) by electrical, electromagnetic,
el ectronmechani cal, electro-optical, or electronic neans.

e. Tel ecommuni cations and automated information systens
security - protection afforded to tel ecommuni cati ons and
automated information systens, in order to prevent exploitation
t hrough interception, unauthorized el ectronic access, or rel ated
technical intelligence threats, and to ensure authenticity. Such
protection results fromthe application of security neasures
(i ncluding cryptosecurity, transm ssion security, em ssion
security, and conputer security) to systens that generate, store,
process, transfer, or communi cate information of use to an
adversary, and al so includes the physical protection of technical
security material and technical security information.
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SECTI ON V - RATI ONALE AND OBJECTI VES

7. Technol ogy that supports national security systens
continues to be enhanced. Integration of teleconmunications and
automated informati on systens is commonpl ace, often obscuring
what was once two distinct disciplines. The tel econmuni cations
manager's reliance on automated 1 nformation systens will continue
to increase just as will the automated information systens
manager's reliance upon tel ecomunications. As the degree of
overlap fluctuates between
t he two, understandi ng operational requirenments becones nore-
difficult. A sharing of know edge between the two disciplines
will ensure that the requirenents of both are fully addressed.

8. The objective of this directive is to require the
i npl ementation of a training programto provide | NFOSEC
prof essionals with a common body of know edge enconpassi ng both
comuni cations security and conputer security. Persons who are
responsi bl e for the security oversi ght or managenent of nati onal
security systens, without a basic, yet broad perception of both
di sci plines, place the systens at risk.

SECTI ON VI - | NFOSEC TRAI NI NG

9. INFOSEC is nultidisciplinary in nature, requiring a w de
spectrum of know edge such as operations security, enanations
security, physical security, personnel security and rel ated
security areas. Recogni zing the convergence of traditional
t el ecomruni cati ons and automated i nformati on systens technol ogy
and their grow ng interdependence, it is necessary to ensure that
the work force makes this transition. Basic | NFOSEC awar eness,
trai ning, and education are security counterneasures.

SECTION VII - RESPONSIBILITIES

10. The heads of federal departnents and agencies wl|:

a. |Inmplenment an | NFOSEC training programas part of the
overall training program in accordance with agency or departnent
specific requirenents, follow ng the m ni num course content.

b. Ensure that | NFOSEC professionals are trained in a
common body of know edge as outlined by the National Manager.
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c. Require contractors to conply with the provisions of
this directive when they are responsible for the security
oversi ght or managenent of national security systens, operated by
or on behalf of the Federal Governnent. For contractors, the
terms of the contract shall specify this requirenent.

11. The National Manager wll:

a. Devel op and define mninmumtraining standards for an
| NFOSEC trai ni ng program

b. Provide m ninmumtraining standards for an | NFOSEC
programto federal departnents and agencies, to include their
contractors.

c. Ensure that appropriate | NFOSEC training course(s)
are devel oped and include policies, standards, criteria,
products, and technologies that result fromfederal or federally
sponsored efforts.

d. Assist other federal departnents and agencies in
devel opi ng and/or conducting INFOSEC training activities, as
request ed.



